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Process:  Risk Management (RskM)
Phase:  Global

Process Owner:  SSC San Diego SEPO

Description:  Risks are potential problems, hazards, vulnerabilities, or exposures to danger that may cause significant harm or loss. Risk Management encompasses the actions necessary to identify, analyze, plan, track, control, and communicate risks using a written process.

Entry Criteria/Inputs: 

· Project being initiated or reassessed

· Resources for RskM: funding, staffing, tools, etc.

· Training in RskM for those performing it
Exit Criteria/Outputs: 

· Risks documented in Risk Accounting Form (RAF) and/or RskM Plan

· Metrics of risk status until project completed

Roles:  

· Project Manager (PM): has overall responsibility for managing risks

· RskM Peer Group (consisting of project team members appointed by PM): each member of the Peer Group champions a different risk to promote involvement and ownership

· RskM Manager: facilitates RskM Peer Group in this process

· Project Engineers: participate in, or support, RskM Peer Group

· Quality Assurance: reviews RskM activities, ensures adherence to risk process

· Configuration Management (CM): measures and analyzes risks, reports status

Assets/References: 

a.
SSC San Diego Risk Management Process, PR-SPP-04 at http://sepo.spawar.navy.mil/ under SPP KPA

b. Risk Management process area of Capability Maturity Model Integration (CMMI) at http://www.sei.cmu.edu/cmmi/
c. Risk Management Guide for DoD Acquisition (2001) at http://www.dsmc.dsm.mil/pubs/gdbks/risk_management.htm
d. SPMN’s Risk Radar tool at http://www.spmn.com/products_software.html

Tasks: 

1. Identify risks

2. Analyze risks

3. Prioritize risks

4. Consider Avoidance Alternatives for each Risk

5. Define Reduction/Mitigation Plan(s) for each Risk

6. Define Contingency Plan(s) and an Entrance Criteria for each Risk

7. Define Measurement(s) for Tracking each Risk

8. Implement Reduction/Mitigation Plans 

9. Track risk metrics

10. Implement Contingency Plan(s) if and when Entrance Criteria is met

Measures:

1. Effort and funds expended in RskM activities for each risk individually

2. Number of risks, new risks , previous risks no longer considered threatening (or retired)

3.
Dates, effort, and costs of each risk assessment

PROCESS STEPS

1. Identify Risks

Periodically the RskM Peer Group analyzes a candidate list of potential risk areas (see Appendix C of reference a) to identify risks specific to the project. Examples include requirements instability, loss of resources, or equipment unavailability. Identify risk name, title, and why it is a risk.

2. Analyze Risks

The RskM Peer Group, facilitated by the RskM Manager, identifies consequence (cost, schedule, quality), severity of impact (e.g., 1 to 4: minor, moderate, serious, critical), probability of occurrence (e.g., 0 to 1: unlikely to very likely) and timeframe (e.g., near term, far term) of each risk. Complete Risk Accounting Forms (RAF) (see Appendix B of reference a) or use Risk Radar (reference d). Peer group reaches a consensus on each risk.

3. Prioritize Risks

The RskM Peer Group calculates the Risk Magnitude for each risk by multiplying the probability of occurrence by the severity of impact. This prioritizes the risks for importance. An estimate of the costs and resources of steps 8&9 are compared against the Risk Magnitude to determine final priority. Updated RAFs are placed under CM.

4. Consider Avoidance Alternatives for each Risk

The RskM Peer Group determines if there are actions or decisions that could eliminate any of the identified risks. The PM implements or plans project-specific actions. 

5. Define Reduction/Mitigation Plan(s) for each Risk

The RskM Peer Group determines if there are actions or decisions that could reduce the probability and/or severity of the identified risks. Document these in a Risk Management Plan or Software Development Plan. Risk reduction/mitigation may include formal monitoring, peer reviews, and configuration audits. 

6. Define Contingency Plan(s) and an Entrance Criteria for each Risk

The RskM Peer Group determines Contingency Plans for actions needed if the risk is realized or is expected to occur soon. Contingency Plans may include redesign of features, reallocation of resources, or reduced performance thresholds. They also determine the Entrance Criteria (stated deviations from expected progress) that would invoke a contingency plan and/or other action. 

7. Define Measurement(s) for Tracking each Risk

The RskM Peer Group determines and documents what measurable or observable events can be tracked to know if the risk is being avoided or minimized, and what measurements can be collected and analyzed. The RAFs and/or Risk Management Plan now contain for each risk:

· Risk name and description
(from Step 1)

· Reason for significance
(from Step 1)

· Consequence (e.g., cost, schedule, quality)
(from Step 2)

· Severity (e.g., critical, serious, moderate, minor)
(from Step 2)

· Probability of occurrence (e.g., high, medium, low)
(from Step 2)

· Timeframe of risk (e.g., near-term, far-term)
(from Step 2)

· Risk Magnitude (severity times probability)
(from Step 3)

· Reduction/mitigation plan
(from Step 5)

· Contingency Plan(s) and Entrance Criteria
(from Step 6)

· Metrics and how collected
(from Step 7)

8. Implement Reduction/Mitigation Plans

Each member of the RskM Peer Group, under direction of the PM, takes the lead for one or more risks and implements reduction/mitigation plans.

9. Track Risks

CM (or designated alternate) collects, analyzes, and reports on the status of each risk as defined in step 7. CM raises flags when a reported metric or parameter exceeds the pre-established monitor threshold or deviation value (Entrance Criteria for Contingency Plan.)

10. Implement Contingency Plan(s) if and when Entrance Criteria is met

The PM provides direction to implement contingency plans, reallocate resources, or make other changes in project processes.
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