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PREFACE

This document provides guidance on the evaluation, selection, and qualification of Commercial-Off-The-Shelf (COTS) components.  The process is intended to be an integral part of the Space and Naval Warfare (SPAWAR) Systems Center (SSC) San Diego approved Life Cycle Support strategies as defined in the SSC San Diego Software Process Assets document available at http://sepo.spawar.navy.mil/.  

The SSC San Diego Systems Engineering Process Office (SEPO) assumes responsibility for this document and updates it as required to meet the needs of users within SSC San Diego.  SEPO welcomes and solicits feedback from users of this document so that future revisions of this document will reflect improvements, based on organizational experience and lessons learned.  SEPO makes copies of this document available on the SSC San Diego Process Asset Library website at http://sepo.spawar.navy.mil.

Questions or comments regarding this document may be communicated to SEPO via the Document Change Request form located at the back of this document.
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SEction 1.  INTRODUCTION

1.1
Purpose

The purpose of this document is to provide guidance on the evaluation, selection, and qualification of Commercial-Off-The-Shelf (COTS) components for integration into systems in acquisition.   

1.2
Background

COTS components are a form of reuse that provide a means to rapidly insert new or ‘State of the Practice’ technology into a system.  The use of COTS in deployed systems is becoming increasingly commonplace due to shrinking budgets, the rapid evolution of COTS, and the growth rate of systems requirements to be supported.  COTS components can range from computers, systems on-a-board, systems on-a-chip, operating systems, databases, tests packages, to reusable software segments from the Defense Information Infrastructure (DII) Common Operating Environment (COE).  However, the use of COTS also brings a unique set of issues that must be understood before proceeding to integrate COTS components into a system. 

Perhaps the most difficult aspect of modeling the integration, development, and maintenance costs associated with using COTS components is reaching a consensus on just exactly what constitutes a COTS component.  For the purposes of this document, we will use the following definition of a COTS product: 

“A product (sold, leased, licensed at advertised prices) where internal implementation specification  (i.e., source code for software) are unavailable, and the vendor provides periodic releases for functional growth.”

As a consequence of this definition, the side-effects listed below must be considered:

a. Government Off-The Self (GOTS) products fit the definition, including components from reuse libraries such as the DII COE. 

b. Users/integrators have no control over a COTS product's functionality or performance.

c. Not all COTS products are designed to interface with each other.

d. Interfaces intended to permit extension of an application and/or data transfer may not be defined or well documented.

e. Users/integrators have no control over a COTS product's evolution or maintenance.

f. COTS vendors’ user support and pricing policies vary widely.

g. A COTS vendor’s survivability cannot be guaranteed.

h. COTS products may not match their advertised functionality or performance.

1.3
Scope

The process described in this document provides information and guidance to personnel interested in the integration of COTS components into systems in acquisition.  The application of a COTS evaluation, selection, and qualification process will enable the project to take advantage of the potential economic leverage of COTS technology. 

1.4
Tailoring Guidelines

Tailoring of the guidance in this document is permitted.  Tailoring should follow the directions contained in the Space and Naval Warfare (SPAWAR) Systems Center (SSC) San Diego Software Process Assets (SPA) document, reference (d). 

1.5
Document Overview

This document is intended to provide an overview of a repeatable process that will facilitate the evaluation, selection, and qualification of COTS components.  It describes the process as project-specific activities.  Section 1 provides an introduction and background for the process.  Section 2 of this document describes the roles, entrance criteria, inputs, tasks, output, exit criteria, and measurements of the process.  Appendix A contains the COTS component Sample Selection Criteria, Appendix B contains a sample Candidate Scoring Sheet, and Appendix C is a sample Composite Scoring Sheet to allow ready comparison of products under evaluation. 

1.6
Referenced Documents

The documents listed below were either used to create this document or are referenced in it: 

a. Software Engineering Institute (SEI) Capability Maturity Model-Integrated (CMMI)-Systems Engineering (SE)/Software (SW) (Staged) Version 1.02, Software Engineering Institute, Dec 2000

b. Institute of Electrical and Electronics Engineers (IEEE)/Electronic Industries Association (EIA) 12207 Series, IEEE and EIA, March 1998

c. Handbook for Process Management, Systems Engineering Process Office (SEPO), dated June 1998

d. A Description of the SSC San Diego Software Process Assets (SPA), SEPO, dated April 2001.  See http://sepo.spawar.navy.mil/
e. The SSC San Diego Process Asset Library (PAL). Available at http://sepo.spawar.navy.mil/
f. Risk Management Process, PR-SPP-04 v3.0, SEPO, dated May 2002

g. Component Evaluation Process, SPC-98091-CMC, SPC, dated May 1999

h. COTS-Based Systems (CBS) Initiative, SEI, http://www.sei.cmu.edu/cbs/
i. Center for Empirically Based Software Engineering (CeBASE) http://www.cebase.org
j. CeBASE COTS Lessons Learned Repository (CLLR), http://fc-md.umd.edu/ll/index.asp

k. Evaluating COTS Using Function Fit Analysis, CrossTalk, February 2000
l. Add Decision Analysis to Your COTS Selection Process, CrossTalk, April 2002
m. System Engineering Fundamentals, DSMC, dated Oct 99
1.7
Acronyms and Terms

CeBASE
Center for Empirically Based Software Engineering

CLLR
COTS Lessons Learned Repository

CM
Configuration Management

CMMI
Capability Maturity Model-Integrated

COE
Common Operating Environment

COTS
Commercial Off-The-Shelf

DCR
Document Change Request

DII
Defense Information Infrastructure 

DoD
Department of Defense

EIA
Electronic Industries Association

GOTS
Government Off-The-Shelf

IEEE
Institute of Electrical and Electronics Engineers

PAL
Process Asset Library

QA

Quality Assurance

SEI
Software Engineering Institute

SEPO
System Engineering Process Office

SPA
Software Process Assets

SPAWAR
Space and Naval Warfare

SSC

Space and Naval Warfare Systems Center

Section 2.  COTS Selection, Evaluation and QUALIFICATION PROCESS Description

2.1
Process Introduction 

Section 5.3 of reference (b) defines the Development Process as containing thirteen activities.   These activities, as they are found in IEEE/EIA 12207.0 are listed below:

a. Process Implementation

b. System Requirements Analysis

c. System Architectural Design

d. Software Requirements Analysis

e. Software Architectural Design

f. Software Detailed Design

g. Software Coding and Testing

h. Software Integration

i. Software Qualification Testing

j. System Integration

k. System Qualification Testing

l. Software Installation

m. Software Acceptance Support.

Figure 2-1 illustrates Activities b through m as a set of sequential activities.  The first activity, Process Implementation, is not included in the figure.  Process Implementation consists of documenting processes to control, manage, and monitor Activities b through m.  

Activity c, System Architectural Design, includes allocating system requirements to hardware, software, or manual-operations.  The conclusion of System Architectural Design creates a decision point, Decision Point 1 in Figure 2-1, where requirements are bundled into work packages and directed to software and hardware implementation paths.  A second decision point is seen at Activity k, System Qualification Testing, where the system hardware and software are validated against the systems requirements.  This can be seen in Figure 2-1 as Decision Point 2.  This traditional philosophy suggests that software engineering work does not begin until the end of System Architectural Design.

To achieve full benefit of the integration of COTS components requires that the work of System Requirements Analysis; System Architectural Design; Software Requirements Analysis; and Software Architectural Design activities be performed concurrently.  These activities are accomplished through a process of interactive negotiation between hardware and software engineering groups, jointly identifying architectural components, both hardware and software, and their potential to meet their functional requirements through COTS acquisition.  The final form of these concurrent activities establishes a negotiated allocation of system requirements to software and hardware architectural components and the determination of which components, both hardware and software, are to be bought (i.e., COTS) or built.  
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Figure 2-1.  IEEE/EIA 12207 Development Process 

As seen in Figure 2-2, the consequence is that Decision Point 1, where a definition of required work is directed to hardware or software paths has moved to the right with the conclusion of both system and software architectural designs.

The selection and evaluation of potential COTS components for integration into a system involves analysis of both benefits and risks to the system.  The lure of the cost and schedule benefits that are possible by utilizing market-proven products may lead the acquisition team to accept risks that result in a system unable to meet operational requirements.  For example, a product vended for a general market carries resource and performance overhead that is not suitable to a mission-specific system.  Because of the risks to the operational capability of the system, careful analysis of the factors that span technical, legal, economic, logistic, training, security, safety, and maintainability are required.  The aforementioned list is only a subset of the factors that must be considered.  Any approach to COTS selection should be based on a planned, disciplined, and documented methodology.  

The following provides a model process for COTS selection, evaluation, and qualification.  This process would be employed by the product, hardware and software, engineering team during the concurrent architectural design activities leading to Decision Point 1 in Figure 2-2.  Decision Point 1 coincides with Step 6 of this process.  The final step of the process, Step 7, would be performed to qualify a selected COTS component for inclusion at System Integration time in preparation for Decision Point 2. 

2.2
Roles and Responsibilities

The paragraphs below identify the participating individuals and/or teams of the COTS Evaluation, Selection, and Qualification Process with their corresponding responsibilities.  

2.2.1
Project Manager 

The Project Manager, or his designate, shall have overall responsibility for managing the COTS Evaluation, Selection, and Qualification Process and the risks associated with the development and maintenance of the system. 
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2.2.2
Product Engineers

Lead hardware and/or software engineers are responsible for conducting the process, including defining the qualification criteria necessary to determine the suitability of COTS components to meet the requirements of each functional component within the system hardware and software architecture.  These engineers also need to identify, analyze, and document any risks associated with COTS component selection.

2.2.3
Product Test Group 

The product test group is responsible for conducting product testing, including preparation of test plans, descriptions, procedures, and reports relative to the qualification of selected COTS components.  The product test group ensures that the correct COTS configuration is undergoing test and verifies that the COTS component meets its established qualification criteria.  Test personnel provide configuration management a copy of the test/qualification report.

2.2.4
Risk Management Team

The risk management team is formed by the Project Manager and charged with the responsibility of performing all risk management activities that support the COTS Evaluation, Selection, and Qualification Process.  The Project Manager appoints representatives from the project staff to perform the tasks as defined in the Risk Management Process, reference (f).  

2.2.5
Configuration Management Manager

The Configuration Management (CM) Manager is responsible for maintaining configuration control over product revision baselines and version configurations, and for processing change requests and trouble reports.  The CM manager will maintain configuration control over COTS components both under evaluation and those selected for integration into the operational system.

2.2.6
Quality Assurance Manager

The Quality Assurance (QA) Manager, or his designate, shall periodically review the COTS evaluation, selection, and qualification activities to ensure they are completed as required by the project’s COTS Evaluation, Selection, and Qualification Process and in accordance with the project plan. 

2.3
Entrance Criteria

The entrance criteria for this process are listed below:

a. A commitment to integrate or build a system or software with all or some COTS components has been made.

b. Agencies, users, and engineering groups, who will be the system/software stakeholders are identified and concur that the final system and software architecture, and final buy or build decisions, will occur at Decision Point 1 in Figure 2-2.

c. Programmatic constraints, such as schedule, staff, and cost, are clearly defined.

d. Requirements are defined to a level of detail appropriate to acquisition strategy.  Requirements will be a key determinate in applying the COTS Evaluation, Selection, and Qualification Process. For example consider the following two alternatives:

1. Where the detailed requirements for a function have been defined and must be satisfied, the COTS selection would be driven by the specifics of those requirements.  This would be typical of the detailed requirements to support embedded avionics. 

2. Where there is flexibility in the detailed requirements for a function, then those detailed requirements can be derived from the selected COTS components.  In this case, the COTS selection would be driven by the best solution for a given function.  This could be typical of requirements to support a Management Information System.

e. System and software architecture has been defined to a level of detail that identifies functional components that are candidates for a COTS solution.

f. The project manager, product engineers, and product test group are familiar with issues related to COTS available from references (h) thru (l) and have reviewed the lessons learned from the COTS Lessons Learned Repository (CLLR), reference (j).  

2.4
Inputs

The inputs for this process are listed below:

a. Documented system/software requirements 

b. Documented system/software architecture 

c. Task constraints, such as schedule, staff, and cost. 

2.5
Tasks

The following steps serve to define a repeatable process and scoring methodology to support the decision analysis and resolution that will lead to qualified COTS components for integration into the system.

2.5.1
Process Planning (Step 1)

The Project Manager performs the following activities:

a. Documents events, time schedule, staffing, and costs in a project planning and tracking tool (i.e., MS Project, Primavera)

b. Establishes the Risk Management Team

c. Initiates the process and begins to track progress.

The product engineers and the product test group evaluate the documented requirements and functional components.

2.5.2
Define Evaluation Methodology (Step 2)

The product engineers perform the following activities for each functional component in the architectural design that has the possibility of being satisfied through COTS acquisition:

a. Define the selection criteria for each functional component (See Appendix A).

b. Define the ‘Weight’ values for each selection criteria  (See Appendix B, Weight column).

c. Define scoring algorithms to determine the percent satisfaction for each selection criteria (See Appendix B, Score (%) column).

d. Document the selection scoring method in an engineering notebook series, or equivalent project technical issues related library.

The Project Manager, working with the product engineers, defines the overall scoring thresholds of acceptability to support filtering candidates for final analysis. 

The Project Manager negotiates and obtains stakeholder concurrence on the selection scoring method defined for each functional component in the architectural design that has the possibility of being satisfied through COTS acquisition. 

2.5.3
Search for Candidates (Step 3)

The product engineers perform the following activities:

a. Search COTS/GOTS domains

b. Search reuse libraries

c. Collect required selection criteria data from each candidate’s source (e.g., vendor, reuse library). 

As part of the data collection necessary for risk analysis, the risk management team documents risks specific to each candidate.  For guidance on building a risk database for the effort, see reference (f).

2.5.4
Evaluate Each Candidate (Step 4)

The product engineers perform the following activities:

a. Organize collected information on each candidate and enter into a database.

b. Perform analysis and develop a total composite score for each candidate (See Appendix B).

c. Produce a composite report of the results, ranking the candidates for each functional component (See Appendix C).

The Project Manager, working with the product engineers and the product test group defines acceptance criteria for COTS components based the functionality and performance information provided by the vendor, and how the COTS components fit the targeted requirements.

2.5.5
Analyze and Compare Candidates (Step 5) 

The Project Manager, working with the product engineers, perform the following activities:

a. Apply acceptance threshold values to reduce the list of candidates.

b. Develop a cost estimate for each candidate to determine the most cost-effective candidate.  The size of any required code to bind (i.e., glue code) the component into the system directly impacts the cost.

c. Determine performance, cost, schedule, and quality trade-off to establish the final ranking.

Analyzing the risk database, the risk management team develops a risk mitigation strategy for each qualifying candidate (See reference (f)).  The risk strategy will be based on candidate data such as that listed below:

a. Benchmark Tests

b. Reference Checks
c. Interface analysis

d. Acceptance criteria for the COTS component acceptance tests for each candidate

e. Estimates on the cost of adapting (i.e., required glue code) the component to the system

f. Estimates on computer resources lost to unused features of the COTS component

g. Licensing costs, including repurchase and/or annual renewals

h. Data rights and escrow requirements.

2.5.6
Determine Acquisition Strategy (Step 6) 

This step represents Decision Point 1 in Figure 2-2.  The Project Manager, working with the product engineers and the product test group, determines whether to buy or build each functional component based on an evaluation of each COTS candidate’s ability to meet system and programmatic requirements.  

The Project Manager initiates the acquisition process for COTS components that will be acquired.  For components that will be built, the product engineers follow the appropriate development process.

The Project Manager, working with the risk management team, develops a risk contingency plan to cover the failure of a COTS component meeting its acceptance criteria.  

2.5.7
Qualification of Acquired Components (Step 7)

The CM Manager places each COTS component under configuration control as acquired.

The product test group performs the following activities:

a. Builds the COTS component acceptance test. 

b. Executes the COTS component acceptance test against the acquired COTS component in a standalone environment.

The product engineers and the product test group evaluate test results against acceptance criteria.

If required, the Project Manager directs the implementation of the risk contingency plans, such as negotiation with a vendor on a product not meeting advertised functionality or performance, or the selection of an alternate product. 

The QA Manager assures that the COTS Evaluation, Selection, and Qualification Process has been complied with and validates candidate component scoring and COTS component acceptance test results. 

2.6
Outputs

The outputs from this process are as listed below:

a. Qualified COTS components 

b. Evaluation report documenting the methodology and the results of the process 

c. Required metrics for the project history database.

2.7
Exit Criteria

This process may be exited when the criteria listed below have been completed:

a. Successful evaluation, selection, and qualification of needed COTS components have been made.

b. Acquired COTS components have been placed under configuration control.

c. Evaluation report has been logged into project’s engineering notebook or equivalent technical library.

d. Metrics have been archived for future reference.

e. Suggested improvements, if any, to the COTS Evaluation, Selection, and Qualification Process have been forwarded to SEPO.

2.8
Metrics

Useful metrics that can be collected and analyzed are listed below:

a. Actual data on schedule, effort, and costs associated with this process.

b. Earned value tracking of this process in the project planning and tracking tool.

c. Defect data against each qualified COTS component.

APPENDIX A.  Sample SELECTION Criteria

A.1
Product Selection Criteria

Performance suitability (i.e., throughput, disk requirements, memory requirements)

Transparency (i.e., documentation of specifications - interfaces, etc)

Functional match (i.e., using Function Point analysis, % requirements delivered, etc)

Security

Safety

Maintainability 

Update Cycle

Maturity

Upward compatibility of revisions

Quality

Reliability

Architectural compatibility

Portability

Efficiency of resource utilization

Maintenance costs/fees

Interoperability (i.e., proprietary interfaces force commitment to single vendor for many products)

A.2
Vendor Selection Criteria

Reputation (i.e., credibility, stability, longevity, management credentials) 

Technical Support (Scope and Responsiveness)

Willingness to negotiate changes

Training Support

Competitive standing

Periodic vendor release dates accommodate target systems delivery dates

References with DoD and commercial customers 

A.3
STAKEHOLDER ACCEPTABILITY Selection Criteria

The following address the adaptability and openness of the project stakeholders to the candidate component:

Project engineering team’s familiarity with candidate 

Open attitude to new technology offered by candidate

Training requirement to develop candidate expertise 

APPENDIX B.  CANDIDATE Scoring Sheet

This form is used to develop composite scores for each candidate.  The ‘Weight’ field would contain an integer value assigned by the product engineering team during their analysis in Step 2.  The ‘Score (%)’ field would indicate percent satisfaction achieved by the candidate during Step 4.  A composite value for each selection criteria is calculated (Composite = Criteria ‘Weight’ x candidate’s ‘Score (%)’).  For example, if Product Safety is judged to have a ‘Weight’ of 5 and the candidate’s ‘Score (%)’ was evaluated as 80% then the ‘Composite’ value for ‘Safety’ is 4. 

Criteria
Weight
Score(%)
Composite

Product




Performance 




Transparency 




Functionality 




Security




Safety




Maintainability 




Update Cycle




Maturity




Upward compatibility 




Quality




Reliability




Architectural compatibility




Portability




Resource utilization efficiency




Maintenance costs/fees




Interoperability 




Vendor




Reputation 




Technical Support 




Willingness to negotiate changes




Training Support




Competitive standing 




Accommodating vendor release dates




References (DoD and Commercial)




Stakeholder Acceptability




Familiarity with candidate 




Acceptance of new technology




Training requirement 






Total =


APPENDIX C.  Composite Scoring SHEET 

This form is used for comparison and analysis of the COTS candidates.  The form is developed in Step 4, Evaluate Each Candidate, and is used to facilitate Step 5, Analyze and Compare Candidates. 

Criteria
Candidate #1
Candidate #2
Candidate #3

Product




Performance 




Transparency 




Functionality 




Security




Safety




Maintainability 




Update Cycle




Maturity




Upward compatibility 




Quality




Reliability




Architectural compatibility




Portability




Resource utilization efficiency




Maintenance costs/fees




Interoperability 




Vendor




Reputation 




Technical Support 




Willingness to negotiate changes




Training Support




Competitive standing 




Accommodating vendor release dates




References (DoD and Commercial)




Stakeholder Acceptability




Familiarity with candidate 




Acceptance of new technology




Training Requirement




Totals=
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