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PREFACE

This document is to be used as guidance for performing risk analysis on projects at the Space and Naval Warfare Systems Center, San Diego hereinafter referred to as SSC San Diego.  

The SSC San Diego Systems Engineering Process Office (SEPO) assumes responsibility for this document and updates it as required to meet the needs of users within SSC San Diego.  SEPO welcomes and solicits feedback from users of this document so that future revisions of this document will reflect improvements, based on organizational experience and lessons learned.  SEPO makes copies of this document available on the SSC San Diego Process Asset Library (PAL) web site at http://sepo.spawar.navy.mil.

The process described in this document uses Risk Radar.  Risk Radar was developed by Integrated Computer Engineering Corporation under the sponsorship of the Software Program Manager’s Network.  Risk Radar is a risk management database tool running on Microsoft Access 97 and Microsoft Access 2000.  SSC San Diego assumes no responsibility for either of these products therefore, related problems should be reported to the development contractor. Risk Radar is available as a free download at: http://www.iceincusa.com/products_tools.htm or from SEPO.

Questions or comments regarding this document may be communicated to SEPO via the Document Change Request (DCR) form located at the back of this document.
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Section 1.  INTRODUCTION

1.1
Purpose

The purpose of this document is to define a process that will assist a software project manager to develop and execute a plan to identify project risks as early as possible and to periodically reassess and manage those risks. 

The process contained in this document defines recommended elements of a software risk management program.  The process covers identifying risks, prioritizing, risk reduction techniques, developing risk contingency plans, identifying the measures to track the risks, and implementing contingency plans, when required.

1.2
Background

The Space and Naval Warfare (SPAWAR) Systems Center (SSC) San Diego Systems Engineering Process Office (SEPO) recommends project managers identify and track risks that could adversely impact the project.  The cornerstone of the methodology described in this document is early identification of potential problems coupled with methods to reduce impacts.  Identification is accomplished through an on‑going pre-planned engineering and management review process.  Program variances are identified early; corrective actions should be planned and implemented before a problem becomes major.  To facilitate the implementation of a risk management process, SEPO recommends the use of Risk Radar, a tool developed under the sponsorship of the Software Project Manager’s Network (SPMN).  The process activities presented in this document will focus on the use of Risk Radar to document, prioritize, track, and perform contingency planning.  Risk Radar is available for free at http://www.iceincusa.com/products_tools.htm or a copy can be obtained from SEPO.

1.3
Scope

The Risk Management Process in this document applies to any project at SSC San Diego that has software as part of the delivered products.  This process document has been developed by SEPO to support SSC San Diego projects in performing software risk management.  

1.4
Tailoring Guidelines

Projects at SSC San Diego that find it necessary to provide more in-depth details in their local process may add additional requirements to this process.  The procedural steps established here are deemed to be the minimal for effective risk management.  Tailoring of this process should follow the guidance established in ‘A Description of the SSC San Diego Software Process Assets (SPA)’, reference (a) in Section 1.6.

1.5
Document Overview

This document provides guidelines and techniques for performing risk management.  The orientation is focused on risk management as it relates to software development or software maintenance.  However, most of the principles of risk management apply generically to any project.  Section 1 provides an introduction and background for the process.  Section 2 of this document provides suggested processes, including examples that may be tailored to an individual project.  Appendix A contains categorized software risks to aid in identifying project software risks.  Appendix B is a worksheet to aid in the initial identification and definition of a project’s risks.

1.6
Referenced Documents

The documents listed below are either referenced in this document or were used to develop the process described in the document:

a. A Description of the SSC San Diego Software Process Assets, PR-OPD-03 V3.1, October 2001.

b. Risk Management Process, Communications and INFOSEC System Support and Integration Division, Version 0.4, 15 May 1996.

c. SSC San Diego SEPO Software Project Management course, Risk Management section.

d. Software Engineering Institute (SEI) Capability Maturity Model for Software, Version 1.1, 1995.

e. Software Engineering Risk Management, D. Karolak, IEEE Computer Society Press, 1996.

f. IEEE Standard 1540-2001, IEEE Standard for Software Life Cycle Processes-Risk Management, IEEE, March 2001

g. SPMN Risk Radar, Version 2.02, Integrated Computer Engineering, Jan 2001.  Available at http://www.iceincusa.com/products_tools.htm or from SEPO.

1.7
Abbreviations and Acronyms

CM
Configuration Management

COCOMO
Constructive Cost Model

DCR
Document Change Request

KPA
Key Process Area

LCL
Lower Control Limit

PAL
Process Asset Library

PAT
Process Action Team

POC
Point-of-Contact

RMM
Risk Management Manager

SSC
SPAWAR Systems Center

SEPG
Software Engineering Process Group

SEPO
Systems Engineering Process Office

SEI
Software Engineering Institute

SMP
Software Measurement Plan

SPA
Software Process Assets

SPAWAR
Space and Naval Warfare

SPMN
Software Project Managers Network

SPTO
Software Project Tracking and Oversight

SQA
Software Quality Assurance

UCL
Upper Control Limit

WBS
Work Breakdown Structure
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Section 2.  PROCESS DESCRIPTION

2.1
Process Overview

The Risk Management Process deals with the concerns government and contractor personnel have regarding the development and maintenance of a software system.  It attempts to identify what could limit or prevent the creation or upgrade of a system from achieving its functional and performance objectives within cost and schedule constraints. 

Initially, a baseline risk assessment should be conducted to identify the potential risks to the project across the spectrum of development phases.  Each of the identified risks is analyzed to determine the likelihood that the risk will occur and the impact if it does occur.  The risks are prioritized and a set of risks to be actively managed should be developed.  Ideally, the baseline assessment is done during the planning phase of a software project, but the assessment techniques can be applied to an on-going project.

A continuous process of risk management activities is then executed to reassess the status of identified risks, identify new risks, monitor the effectiveness of implemented risk reduction techniques, track the risks, and flag when contingency plans should be implemented.  

Figure 2-1 is an overview of the Risk Management Process presented in this document.  The roles, responsibilities, and the activities associated with each step are discussed in the following sections.

2.2
Roles and Responsibilities

The paragraphs below identify the participating individuals and/or teams of the Risk Management Process with their corresponding responsibilities.  

2.2.1
Project Manager 

The Project Manager shall have overall responsibility for managing the risks associated with the development and maintenance of the system and ensuring that risk management is performed in consonance with the process described herein.

2.2.2
Risk Management Manager

The Project Manager has many responsibilities and may choose to be the Risk Management Manager (RMM) depending upon staff size and project complexity.  Otherwise, this leadership responsibility should be assigned as a collateral duty to one of the project’s technical leads.  The RMM is responsible for performing risk management as described in this document and to serve as facilitator for assigned risk analysis peer groups.

2.2.3
Risk Analysis Peer Group

Project software engineers shall be required to serve as members of risk analysis peer groups.  These peer groups analyze, document and track any risks associated with the tasks the project is required to perform.  A peer group should have from one to five participants.  The following criteria should be used in selecting participants:

a. Knowledge and experience in the technology areas of the effort being assessed.

b. Assigned to work for the project in the area being assessed.
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Figure 2-1.  Risk Management Process Overview

c. Contribute to mix of people with various applicable skills (e.g. development, test, quality assurance).

d. Ensures representation for any functional areas considered critical to the project.

2.2.4
Software Quality Assurance Manager

The Software Quality Assurance (SQA) Manager shall periodically review the risk management activities to ensure they are completed as required by the project’s Risk Management Process and in accordance with the project plan.  

2.2.5
Configuration Management Manager

Depending upon project size, organizational structure, and assigned responsibilities, the Configuration Management (CM) Manager may play a role in risk tracking (measurement and analysis of risks) and reporting the status of designated risks to the RMM.  For example, the CM Manager could be responsible for maintaining the Risk Radar database and for providing needed reports to the RMM and the risk analysis peer group to be used in risk analysis and in developing project risk-related strategies. 

2.3
Entrance Criteria

The entrance criteria for this process are listed below:

a. A project is initiating a risk management program or conducting a reassessment of the project risks.

b. Management provides adequate resources for risk management activities.  Resources include funding, staffing, equipment, and tools, as required.

c. Individuals who are candidates to perform risk management activities have risk management experience or receive risk management training. 

2.4
Inputs

Inputs to this process may include, but are not be limited to the following items:

a. Project functional and allocated requirements

b. Project task schedules and resource budgets

c. Previous risk management outputs such as Risk Radar reports, if available

d. Previous project lessons learned

e. List of potential Software Development Risks (Appendix A)

f. Risk Radar Worksheets (Appendix B).

2.5
Tasks

The steps of the Risk Management Process are described in the paragraphs that follow.  Use of these steps would serve as an acceptable risk management approach and constitute a Risk Management Plan when combined with risk analysis event scheduling in the project plan.  The project plan should schedule these risk analysis events as multi-day events to allow time for the work included in the following steps and concluding with a presentation to project management on the results of the risk analysis.  Projects characterized as very large and with high visibility may need to make use of more complex algorithms than presented by Risk Radar in developing risk categorizations and ranking.  References (e) and (f) provide additional information.  As Risk Radar, reference (g), is fundamental to the process described in this document, it is important to read the user manual to fully understand the meaning and requirements of the data fields.  The data is available from the referenced web site or from SEPO.

2.5.1
Identify Risks  (Step 1)

The first step is comprised of two basic activities.

2.5.1.1  Establish the Project Risk Database Scheme.  At the first risk management initiation session, the assigned risk analysis peer group needs to identify the project’s ‘Impact Horizon Definitions’, ‘Risk Area Categories’, ‘Status Categories’, ‘Control Categories’, and an initial set of identified risks.  At the initiation session, the members are given a briefing and provided with a list of potential software development risks and Risk Radar Worksheets.  See Appendices A and B for examples.  Using the list of potential risks from Appendix A, the ‘Risk Area Categories’ for the project can be derived.  The group then needs to identify the potential sources, or ‘Control Categories’, of risks to the project and if their source is internal or external to the project.  Continuing, the group should establish the time windows for the ‘Impact Horizon Definitions’ that will describe a risk as being either ‘Near Term’, ‘Mid Term’, or ‘Long Term’.  Then the group should establish ‘Status Categories’ for the risks.  For example, a risk could be in an ‘Execute Contingency’, ‘Mitigate’, ‘Transfer’ or ‘Watch’ state.  To help identify the ‘Status Categories,’ the group should use reference (e) for guidance. This information is used to establish the project in the Risk Radar database.  From the Risk Radar Main Screen, Figure 2-2, select the ‘Set Up Project’ button.  Figure 2-3 presents the fields that will define the project by name, its ‘Risk Area Categories’, ‘Status Categories’, and ‘Control Categories’.  The above process ‘seeds’ the pull-down entries to be used in documenting each risk to be entered into the database.


Figure 2-2.  Risk Radar Main Screen


Figure 2-3.  Set Up Project Screen

The risk analysis peer group having established the project’s risk database scheme then develop the initial set of potential risks on Risk Radar Worksheets using Appendix A as an aid and following the guidance in the following paragraph.  

2.5.1.2  Enter Identified Risks.  Risk identification is a continuous process.  The risk analysis peer group should meet on a periodic basis to identify new risks and to re-assess the current risks in the database.  These meetings and their schedule should be in the Microsoft Project Work Breakdown Schedule (WBS) for the project.  At the periodic meetings, new risks would be introduced using the Risk Radar Worksheet and the existing risks are re-addressed using a one-page-per-risk report generated from Risk Radar.  To generate a one-page risk report, select the ‘Reports’ option from the Risk Radar Main Screen.  From the Print Reports screen, Figure 2-4, under ‘Detailed Report,’ select ‘Risks by Rank’.   This action will generate a series of one-page risk reports as illustrated in Figure 2-5.  The reports will be printed in rank order.

There are several possible approaches for dealing with each identified project risk: avoidance, assumption, mitigation, and contingency planning.  

a. Avoidance refers to elimination of the risk issue from the project.  

b. Risk assumption means that no action will be taken regarding the risk issue.

c. Mitigation of risks means that some action is taken between now and the time frame of the risk to moderate the risk exposure - lessen the likelihood of occurrence or the severity of impact.  

d. Contingency planning means that preparations are made, in advance of the risk time frame, to define the action(s) that will be taken should the risk situation occur.  In essence, contingency planning is proactive, forward-looking preparation for action for risks that have been assumed and for risks where prior mitigation actions may have been performed.

Selection of which risk management alternative to adopt is a function of the level of risk exposure and the relative costs and benefits of the proposed risk action.   Steps 2-6 of the Risk Management Process are intended to facilitate the risk analysis peer group in selecting an approach for each identified risk. 


Figure 2-4.  Print Reports Screen


Figure 2-5.  Sample Risk Report

2.5.2
Analyze Risks  (Step 2) 

Prior to attending a risk review meeting as scheduled in the project’s WBS, each member of the risk analysis peer group will analyze and identify each risk in terms of its “Program Area”, “Affected Phase”, “Risk Area”, and “Control” source using the project’s potential risks established at the initial meeting.  The member will draft a Risk Radar Worksheet, or mark an existing Risk Report in the case of changing an existing risk.  In addition, each member should make a determination on whether the risk is on the “Critical Path”.  On completion of this analysis, the forms will be submitted to the RMM in time for collation and presentation at the next scheduled risk analysis peer group meeting.

At each scheduled meeting, the RMM, as facilitator, will then lead the risk analysis peer group in elaborating the identified risks.  The facilitator goes through the project’s list of risks, presenting the risks identified and/or changed prior to the meeting and soliciting any other risks from the group.  The facilitator presents possible risks to be combined and the group reaches consensus on which are combined.  The group reaches consensus on the wording of the risks and the settings for the “Program Area”,  “Affected Phase”, “Risk Area”, and “Control”.

In addition, a person needs to be designated as the Point of Contact (POC) for issues related to each risk and their name or office is placed in the ‘Responsible Person’ field.  The POC will monitor their assigned risks and bring attention to the risk analysis peer group when and/or if the risk has changed status or has been encountered to a degree that will have a negative impact on the project.

2.5.3
Prioritize Risks  (Step 3)

After consensus has been reached on newly submitted risks, the facilitator leads a discussion to establish consensus on “Probability”, “Impact”, and “Impact Time Frame” settings for each new risk as presented using a Risk Radar Worksheet.  All new risks identified at the meeting are transcribed from the Risk Radar Worksheet into the Risk Radar database using the ‘Add New Risk’ button on the Edit Risks Long Form screen, shown in Figure 2-6.  This task would be performed by a member of the risk analysis peer group designated as the risk database manager.  The Edit Risks Long Form screen is accessed from the Risk Radar Main Screen shown in Figure 2-2.  Any changes to existing risks, upon consensus, are also entered into each risk’s database entry.  This role is well placed with the CM Manager, or an individual representing the CM group.  

Risk Radar, using the “Probability”, “Impact”, and “Impact Time Frame” data for each risk will calculate “Risk Exposure”, “Impact Horizon”, and “Days to Impact Time Frame”.  To accomplish ranking the risk, the risk database manager selects the ‘Prioritize Risks’ button from the Risk Radar Main Screen.  The Prioritize Risks Note screen, shown in Figure 2-7, appears and leads the risk database manager through the ranking procedure using the Prioritize Risks screen in Figure 2-8.  From the Prioritize Risks screen selecting ‘Exposure’ reorders the list based on the exposure value calculated by Risk Radar.  Then the risk database manager publishes a one-risk-per-line report.  To get the one-risk-per-line report, from the Risk Radar Main Screen, select ‘Reports’ and then under ‘Summary Report’ select ‘Risks by Rank’.  Figure 2-9 illustrates this report.  The report is then discussed and analyzed at the meeting to reach a consensus on the ranking and the settings for each risk.  From the Prioritize Risks screen, the fields for each risk addressing ‘Rank’, ‘Title’, ‘Probability’, ‘Impact’, ‘Control’, and ‘Status’ may be changed.  At the conclusion of discussion, the risk database manager makes changes as agreed to by the risk analysis peer group and an updated database is created.


Figure 2-6.  Edit Risks Long Form Screen

2.5.4
Define Avoidance Alternative(s) for Each Risk  (Step 4) 

Having updated the database of ranked risks, the risk analysis peer group should then perform an analysis to determine if there are any actions or decisions that could be made that would provide avoidance of the risk.  One alternative is to change organizational or project processes.  Identified process changes, using the appropriate Document Change Request (DCR) form, would be submitted to SEPO or appropriate Software Engineering Process Group (SEPG).  Comments could be entered into the ‘Description’ field and the ‘Historical Events Log’ noting the action taken and the risk placed in a ‘Watch’ status.  In a like manner, assumption of a risk by the project can be annotated in the risk database entry.

2.5.5
Define Mitigation Plan(s) for Key Risks  (Step 5)

Risk analysis peer group meetings should be held as needed to determine what actions or decisions can be made that reduce the probability and/or severity of impact of key risks.  To determine what risks are candidates for the development of a mitigation strategy, the group will analyze the View Risks by Bin screen.  From the Risk Radar Main Screen, select the ‘View Risks’ option.  Figure 2-10 illustrates the View Risks by Bin screen.  

Figure 2-7.  Prioritize Risks Note Screen


Figure 2-8.  Prioritize Risks Screen


Figure 2-9.  Risks by Rank Report

Figure 2-10.  View Risks by Bin Screen

While all risks should be discussed, risks with medium and high exposure ratings are serious candidates for development of mitigation strategies.  A ‘Click’ on a bin in the matrix will bring up the list of the risks in that bin.  A ‘Click’ in the ‘ID’ field of the screen, as seen in Figure 2-11, will bring up the Edit Risks Short Form screen, shown in Figure 2-12, for that specific risk.  Using the Edit Risks Short Form screen, select the ‘Risk Mitigation Description’ tab and incorporate the strategy for that risk into the ‘Risk Mitigation Description’ and ‘Risk Mitigation Plan’ fields.
The ‘Historical Events Log’ on the Edit Risks Short Form screen should be used to maintain a history of actions relative to the mitigation strategy developed by the risk analysis peer group.  Data entry into a risk’s database can be done from either the Edit Risks Short Form screen or Edit Risks Long Form screen either of which is available from the Risk Radar Main Screen.
2.5.6
Define Contingency Plan(s) and Entrance Criteria for Each Risk  (Step 6)

For each of the high exposure risks, conduct a peer session to validate the nature of the event that would call for the invocation of a contingency plan and/or actions to abate the risk.  All the high exposure risks should have a mitigation strategy; however, only those risks the risk analysis peer group deem capable of critically impacting the cost, schedule, or operational suitability are candidates for development of a contingency plan.  Cost and schedule impacts can be estimated with the use of parametric cost estimation tools, such as the Constructive Cost Model (COCOMO).  The cost drivers in the parametric cost estimation tools represent risks to a project.  Varying the cost driver settings from their nominal setting to a higher setting will provides a simple method for generating an estimate of cost and schedule impact.

Figure 2-11.  Exposure Bin Risks List

Figure 2-12.  Edit Risk Short Form Screen

Comparison of the cost/schedule estimate based on nominal settings to the cost/schedule estimate with the risk-related cost driver changes will provide a measurable variation.  The candidates will most likely be among the top ten risks.  Document in the risk’s ‘Contingency Plan’ field on the Edit Risks Short Form screen the responsible parties, entrance criteria, inputs, steps, outputs, exit criteria and measures necessary to abate the risk.  The entrance criteria should define what measurable or observable circumstances must occur to trigger the implementation of the contingency plan. 

A simple example could be as follows:

Responsible Parties: Software Project Manager, Software Quality Assurance Lead

Entrance Criteria: Actual Cost of Work Performed exceeds 15% from the planned values

Inputs: Project process assets, and historical measurement data

Steps:

1. Form Process Action Team (PAT).

2. PAT reviews project history, performing analysis of measurement information to help identify initial point of divergence.

3. PAT performs process analysis to determine root cause of divergence.

4. PAT makes recommendations on corrective action.

Exit Criteria: Root cause identified and recommended corrective action documented

Output: Analysis report forwarded to Software Project Manager and filed in Engineering Notebook, including new estimated cost and schedule impact.

Measures:  Needed metrics to allow visibility into risk contingency plan’s effectiveness

2.5.7
Define Risk Metrics  (Step 7)

For each risk, determine what measurable or observable event(s) can be tracked to know whether or not the risk is being avoided, prevented, or minimized.  For example, if the defect containment results of testing has been identified as a risk function then tracking test coverage during unit test and determining error removal rates for design review, unit testing, and integration testing could serve as key metrics.  Other possible test metrics could include tracking of the difference between open and closed trouble reports and the tracking of error density by trouble report priority.  

These measurable events should be present in the project’s Software Measurement Plan (SMP).  If the needed measures are not a part of the SMP, then the SMP should be modified to allow visibility of risk conditions.  A sample SMP is available from the SSC San Diego Process Asset Library (PAL) under the Software Project and Tracking Oversight (SPTO) Key Process Area (KPA).   

2.5.8
Implement Mitigation Plans  (Step 8)

For each risk with an identified mitigation plan addressed in Step 5 above, the project will implement and track that plan.  For mitigation plans involving modification of the project’s engineering processes, the project’s SEPG should initiate the action to update the project’s processes.  These activities should be documented in each applicable risk’s database entry using the ‘Historical Events Log’ as accessed from either the Edit Risks Short Form or the Edit Risks Long Form screens.  

2.5.9
Track Risks  (Step 9) 

The risk analysis peer group should conduct monthly meetings to perform a group analysis of the project’s risks.  Each member of the risk analysis peer group analyzes their assigned risks using the current project measurement information to determine the status of each risk.  The method and time of collecting and reporting the required metrics should be incorporated into the project’s SMP.  The designated ‘Responsible Person’ should ensure the timely reporting of raw data, ensure that derived metrics are computed, and the reporting frequency is as required by the SMP.  The ‘Responsible Person’ should analyze the reports, ensure that the reports are properly filed or archived, and take appropriate corrective actions as required.  To facilitate tracking assigned risks, the ‘Responsible Person’ should employ control charts, as depicted in Figure 2-13.  By defining Upper Control Limits (UCL) and Lower Control Limits (LCL) for the key measurement associated with the assigned risk, the X Chart can be used to signal the occurrence of a change in risk status requiring action.  For example, tracking the percent cost variation on a monthly basis to ensure that it stays within a LCL to UCL of 4% to 12% can be used to identify any change in state that would require re-evaluation or initiate remedial action.  In the example, the ‘Responsible Person’ would raise the attention flag if the percent cost variation metric exceeds its control limits.  If the percent cost variation exceeded 12%, then the risk analysis peer group should consider raising the issue to management as a first step to invoking the contingency plan.  If the percent cost variation dropped below 4%, then the risk analysis peer group should consider reducing the exposure rating by adjusting the probability and/or impact values. 
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Figure 2-13.  Statistical Process Control Chart

High exposure risks should be marked as candidates for inclusion in the Quarterly Project Review, each being addressed separately as a project risk.  Viewgraphs for a Quarterly Project Review can be generated from the Print Reports screen, Figure 2-4, by selecting ‘Cube and Descriptions’ from the ‘View Graphs’ section.  This will generate a set of one slide per risk screens in landscape mode, like Figure 2-14, that can be incorporated into the brief. 

2.5.10
Implement Contingency Plan(s) as Required  (Step 10)

For high exposure risks, if the data collected shows that the entrance criteria has been met, then implement the contingency plan for that risk.  This action would require raising attention to the need for implementation of a contingency plan to the software project manager and allow management to provide for the direction necessary to reallocate resources necessary to the execution of that contingency plan. 

Figure 2-14.  Cube and Description Viewgraph

2.6
Outputs

The results of risk analysis are reviewed and the group reaches consensus on the Top N risks (e.g., Top 10).  The final activities in a risk analysis event are a presentation of the results and a meeting with the project manager, at a minimum.  It is recommended that the presentation be conducted as a formal presentation to all project personnel who are involved in the management of the project on a monthly basis.  This presentation can be facilitated using the Cube and Description Viewgraph, Figure 2-14.  Key considerations include having all participants attend and to conduct the presentation such that participants can know what happened to "their" risks and to help determine risks that need to be raised at a project’s Quarterly Project Review with the sponsor.  An example outline for the presentation appears below:

a. Review of the risk assessment processes

b. Complete database of risks with attributes

c. Top N risks

d. Documented contingency events and a synopsis of each associated plan of action.

2.7
Exit Criteria

Assessing project risk is a continuous process.  As such, the activities defined in Steps 1 through Step 10 are repeated in a cyclic manner until the project has reached a logical conclusion or responsibility has been transferred to another agency. 

2.8
Metrics 

Candidate metrics for the Risk Management Process could include, but not be limited to, recording the following measurement data associated with risk management activities:

a. Effort and funds expended in risk management activities to facilitate an assessment of the cost effectiveness of risk activities.

b. Each time a risk assessment is performed, record the items listed below:

1. The date of the risk analysis

2. The effort and funds expended on the risk analysis

3. The number of risks identified in the following context:

a) New risks

b) Previously identified risks.

4. The number of previously-identified risks that are no longer considered risks in the following context:

a) Risks avoided

b) Risks that occurred.
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aPPENDIX A.  Potential Software Development Risks

A. Product Engineering
B. Development Environment
C. Program Constraints


1. Requirements

1. Development Process

1. Resources



a. Stability


a. Formality


a. Schedule



b. Completeness


b. Suitability


b. Staff



c. Clarity


c. Process Control


c. Budget



d. Validity


d. Familiarity


d. Facilities



e. Feasibility


e. Product Control

2. Contract



f. Precedent

2. Development System


a. Type of Contract



g. Traceability


a. Capacity


b. Restrictions


2. Design


b. Suitability


c. Dependencies



a. Functionality


c. Usability

3. Program Interfaces



b. Difficulty


d. Familiarity


a. Customer



c. Interfaces


e. Reliability


b. Associate Contractors



d. Performance


f. System Support


c. Subcontractors



e. Testability


g. Deliverability


d. Prime Contractor



f. Hardware Constraints

3. Management Process


e. Corporate Management



g. Non-Developmental


a. Planning


f. Vendors


3. Code & Unit Test


b. Project Organization


g. Politics



a. Feasibility


c. Management Experience






b. Testing


d. Program Interfaces






c. Coding/Implementation

4. Management Methods


4. Integration & Test


a. Monitoring



a. Environment


b. Personnel Management/Training



b. Product


c. Quality Assurance



c. System


d. Configuration Management


5. Engineering Specialties

5. Work Environment



a. Maintainability


a. Quality Attitude



b. Reliability


b. Cooperation



c. Safety


c. Communication



d. Security


d. Morale



e. Human Factors



f. Specifications
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APPENDIX B.  RISK RADAR Worksheet

Risk ID: (To be assigned by Risk Radar)

Description:

Probability:

Impact:

Impact Time Frame:
to:

Date Identified:

Responsible Person:

Program Area:

Critical Path:  Yes/No

Affected Phase:

Risk Area:

Control:

Mitigation Plan:

Contingency Plan:
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Figure 1-1. RISK ANALYSIS AND MANAGEMENT PROCESS


 PROCESS DEFINITION OVERVIEW





OUTPUTS





Iinitial Risk Accounting Forms





Updated RAF data.





Consolidated list of prioritized risks.





Develop a Risk Management Plan.





Contingency Plans





Risk Tracking Metrics.





Active risk metrics program.





Activited risk contingency plan.





Changes to the standard SE processes.





Updated  program management processes.





Summary: Risks by Rank	Project Name	Report Dated	Jan 30 


	Prob	Impac	Expo-	Impact


	Rank	ID	Title		t			Control	Status


	1	066	3.1 Late Requirements	90	4	3.60	NEAR	External	Watch


	2	004	CSCI 2.1.1 Just-in-Time Delivery	80	4	3.20	PAST	Internal	Mitigate


	3	067	3.1 Test Support	70	5	3.50	NEAR	Internal	Mitigate


	4	053	3.1 Funding	70	5	3.50	NEAR	External	Watch


	5	057	Burnout Productivity Impact	50	5	2.50	NEAR	Internal	Mitigate


	6	034	Personnel Understanding	70	5	3.50	NEAR	Internal	Watch


	7	007	Government Commitment to Transition	70	5	3.50	NEAR	Internal	Watch


	8	064	Reusable 2.1.2 SW	90	3	2.70	NEAR	External	Mitigate


	9	065	Prolong Procurement Cycle	50	5	2.50	NEAR	Internal	Mitigate


	10	009	CSCI 2.1.2 Planning	50	5	2.50	NEAR	Internal	Mitigate


	11	030	BIT Functionallity on Cards	50	5	2.50	NEAR	Internal	Watch


	12	032	CSCI Hard Drive Sw Sunding	70	3	2.10	NEAR	Internal	Watch


	13	036	CSCI Staffing Difficulties	70	3	2.10	NEAR	External	Mitigate


	14	019	Airborne Hardware BIT Document Late	70	3	2.10	NEAR	External	Watch


	15	021	Display Console Availability	70	3	2.10	NEAR	Internal	Watch


	16	023	Display Console IDD	70	3	2.10	NEAR	External	Watch


	17	005	CSCI Transition Plan Delay	70	3	2.10	NEAR	Internal	Watch


	18	071	Interface Risk on Component B1.2	50	4	2.00	NEAR	External	Mitigate


	19	010	CSCI 2.1.2 Board Selection & S/W 	50	4	2.00	NEAR	Internal	Watch


	20	029	ASID Restart Controller	50	4	2.00	NEAR	Internal	Mitigate


	21	052	Potential Sw downsizing in First 	90	2	1.80	NEAR	Internal	Watch


	22	001	Q-4 Aircraft Availability for Test	40	4	1.60	PAST	External	Mitigate


	23	061	Immature Tools	30	5	1.50	NEAR	Internal	Mitigate


	24	011	CSCI 2.1.2 VI Vxworks Porting	50	3	1.50	NEAR	Internal	Mitigate


	25	037	Staffing for CSCI	50	3	1.50	NEAR	Internal	Watch


	26	042	SRS TBDs in Test	30	5	1.50	NEAR	Internal	Mitigate


	27	044	BIT Algorithm Complexity Unplanned	70	2	1.40	NEAR	Internal	Watch


	28	059	Robust Network Test Bed	70	2	1.40	NEAR	Internal	Mitigate


	29	043	GET CCCC BIT Not Defined	70	2	1.40	NEAR	External	Mitigate


	30	024	Simulator Availability	70	2	1.40	NEAR	Internal	Mitigate


	31	046	Additional Sw Staff	30	4	1.20	NEAR	External	Watch


	32	002	Staff Unavailability for 2.1.2 Support	30	4	1.20	NEAR	Internal	Watch - Level 3


	33	051	Staff Burnout	50	2	1.00	NEAR	External	Watch


	34	048	Additional Sw Staff	50	2	1.00	NEAR	Internal	Mitigate


	35	012	CSCI 2.1.2 Compiler Selection	50	2	1.00	NEAR	External	Watch


	36	013	Field Testing Limited 2.1.2	50	2	1.00	NEAR	Internal	Mitigate


	37	018	Airborne Hardware Late	50	2	1.00	NEAR	Internal	Watch


	38	063	Morale Issues	30	3	.90	NEAR	External	Watch


	39	055	CSCI Field Support Staffing	30	3	.90	NEAR	Internal	Watch


	40	068	3.1 Skill Transitition	30	3	.90	NEAR	Internal	Mitigate


	41	008	Government Funding of Transition	90	1	.90	NEAR	External	Mitigate


	Version 2.02 for Access 2000 (January 2001)
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Detailed Report: Risks by Rank	Project Name	Report Dated	Jan 30 


	Risk 	00	Staff Unavailability for 2.1.2 Support	Ranked	32	out 	67	risk


	Description	2.1.2 progress slip due to staff unavailable to answer critical 2.1.2 technical questions 


	since working exclusively on 2.1.1 CSCI.  CSCI is critical to:


	1.  Sub-system B integration test


	2.  Staff training on actual hardware


	Probability	30	(%)	Exposure	1.20


	Impact:	4	(1=low, 5=high)	(Prob. x Imp.; .01 = very low, 4.95 = very 


	Impact Time 	Dec 16 	to:	EOP	Days to Impact Time 	0


	Impact 	NEA


	Date Identified:	Jul 25 1996	Critical Path:	No


	Responsible 	F. Smith


	Program Area:	s/w-DDS


	Affected Phase:	2.1.2.3.1


	Risk Area:	Schedule


	Control	Internal


	Current Status:	Watch - Level 3


	Contingency 


	Stop work on task 4.1.1.5 and shift resources immediately to 2.1.1 CSCI.


	Mitigation 


	Step	Description	Person	Due Date	Done?


	1	Test Product 1 for Compliance/ Test the OTS Product 1 for compliance	Sally Jones	Apr 03 1997	No


	 to test plan 1.1.1


	2	Test Product 2/ Test the OTS Product 2 for compliance to test plan 	Sally Jones	Apr 10 1997	No


	Historical 


	Date	Person	Description


Jan 10 1995	J. Jones	New standards committee recommended reformatting all risk documents.


			Delayed risk implementation.


Feb 20 	J. Jones	Data center burned down and destroyed all records.  Data recovered from


			excellent memory of team.
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PROCESS ACTIVITY







Activate appropriate contingency plan on identification of flagged risk metric value.  ‘Risk History’ data is updated for each risk to reflect contingency actions taken.







The risk analysis peer group collects metrics, analyzes, and reports the project risks on both a periodic and event driven basis to management.   The status of individual risks are changed as necessary to reflect any change of state.







Management proceeds to implement the identified risk mitigation plans.  ‘Risk History’ data is updated for each risk to reflect mitigation actions taken.







The peer group will identify and document the metrics necessary to identify the occurrence of an event that would require activation of a contingency plan. 







For the risks appearing in ‘Red’ zone of the Risk Radar’s Risk Cube, identify the gating factor requiring the employment of contingency activities.  Develop a contingency plan, in the form of a process description, for each of the risks in the ‘Red’ zone.







Using printed risk reports, or the risk worksheet, the peer group analyzes each risk and agrees to a mitigation plan to reduce the probability of the occurrence of each risk.







The peer group, focusing on constant process improvement, determines what changes to existing software engineering processes or other actions could be facilitated to avoid identified risks.







Probability, Impact, and Impact Time Frames are agreed to for each risk serving as the means for Risk Radar to rank the project risks.  Newly identified risks are entered into the risk database from worksheets and initial ‘Status’ set.  A report prioritizing the risks are analyzed and adjusted by the peer group members.







Peer group members amplify risks noting Program Area, Affected Phases, Risk Area, and Control source.  Peer group reaches a consensus on each risk and a ‘Responsible Person’ is assigned for each new risk.







On a scheduled basis an assigned peer group analyzes potential risk areas to identify a candidate list of risks specific to the project.







Activated risk contingency plan







A periodic risk assessment presented to management







Updated project 



processes and/or plans







Risk Tracking 



Metrics







Contingency Plan field completed for each high priority risk







Risk Mitigation fields updated for each risk







Proposed Changes to the Organizations Standard SE Processes
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